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• Threat Sources
• Nation-State Threats
• Terrorism and Targeted Attacks
• Climate Change and Extreme Weather

• Types of Threats
• Physical
• Cyber

• System Components
• Offshore Turbines and Substations
• Undersea Cables
• Onshore  Landing Sites and Substations

Categorizing Threats 
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• Vehicle-borne Improvised Explosive Device – land and water

• Extreme Weather – high winds, hurricanes, floods, earthquakes

• Cyber Attacks – malware, ransomware

• Physical Attacks – arson, sabotage, espionage

• Supply Chain – disruptions, vulnerabilities

• Insider Threat – malicious insiders

• Electromagnetic Pulses

Potential Threats to Offshore Wind Farms
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• The nation’s security and economic prosperity relies on having consistently working 
critical infrastructure to support our lives, our communities and our nation.

• We need to be certain that our critical infrastructure is secure and have confidence in 
our incident response and recovery no matter the threats or hazards we face. This is 
national resilience.

• Building national resilience requires a collaborative partnership between business 
and government, between individuals and the broader community. It is a civic duty 
where everyone, the private sector, government, and academia plays a role to make 
the nation stronger.

Why Build Security and Resilience
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• Identify Critical Assets and Map Dependencies - Determine the systems that are critical for 
ongoing business operations, and map out their key dependencies on technology, vendors, 
and supply chains.

• Assess Risks - Consider the full range of threats that could disrupt these critical systems and 
the specific impacts that such threats could pose to continuity of operations.

• Plan and Exercise - Develop incident response and recovery plans to reduce the impact of 
these threats to critical systems and conduct regular exercises under realistic conditions to 
ensure the ability to rapidly restore operations with minimal downtime.

• Adapt and Improve - Periodically evaluate and update response and recovery plans based on 
the results of exercises, real-world incidents, and an ongoing assessment of the threat 
environment.

Key Steps to Building Resilience
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For more information:
www.cisa.gov

central@cisa.dhs.gov
www.CISA.gov/ShieldsReady

Questions?
Craig Conklin

Associate Director 
Infrastructure Assessment and Analysis

 Email: Craig.Conklin@cisa.dhs.gov  
Phone: (202) 657-2297

http://www.cisa.gov/
mailto:central@cisa.dhs.gov
http://www.cisa.gov/ShieldsReady

